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SOLUTIONS FOR
GSM-R AND FRMCS

focX®2 SMARTPHONE

The robust smartphone has a dedicated GSM-R radio modem and fulfils the
requirements of the EIRENE standards.

Future generations of our focX® smartphones will also support the
FRMCS requirements. The focX®2 supports not only GSM-R but
MCX clients as well.

INTERFERENCE-RESISTANT AND EXTREMELY ROBUST
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ANTENNA

With our innovative Funkwerk antenna, two GSM-R radio modules can
operate within a single antenna without any interference, freeing space for
mounting a dedicated FRMCS antenna, necessary for your migration
toward FRMCS.

After completion of the migration process, the FANT antenna shows its full

potential, supporting the entire regulated European FRMCS spectrum.

TEST EQUIPMENT

Funkwerk provides professional test equipment for commissioning and

maintenance of train radio systems, including

) Antenna test equipment ) Analogue network simulator ETS
D GSM-R network simulator NETSi.1 D RF power meter

D Analogue tester ARSIS.1

Funkwerk provides a wide range of products for
a complete operation within GSM-R and FRMCS
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IMPORTANT MILESTONE
FRMCS INTEROPERABILITY
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In summer of 2025, Funkwerk demonstrated an important milestone on the
way to standard-compliant implementation of FRMCS. In extensive tests and
demonstrations in laboratory environments as well as in the real test field of
the digital railway in the Erzgebirge, Funkwerk successfully tested the

[P Multipath implementation with the TOBA gateway (FGW).

The focus of the tests in real operation was on the interoperability of our
application with several trackside servers. The uninterrupted switching of
data streams between the DB FRMCS network and Vodafone‘s public

5G network was particularly impressive.
A further step towards future-proofing Germany‘s digital railway.

For the virtual coupling of goods trains, Funkwerk has also been able to
demonstrate that the secure transmission of control data between several

vehicles in multi-traction works in the laboratory on the basis of its gateway.

Funkwerk has received approval for extended test operation. During this
development, the cyber security requirements for the products were also
tightened. The approval includes proof of compliance with these requirements.
Funkwerk is thus on the way to fulfilling the the requirements of the
European Cyber Resilience Act (CRA).
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Despite the future introduction of FRMCS and its intended replacement of

existing standards, GSM-R and analogue train radio will continue to exist

beyond 2035 due to operational reasons.

As the leading global manufacturer and supplier of on-board railway
communication solutions, we recognize our responsibility to consistently

deliver GSM-R products and systems.

We have strategically invested in order to secure the long-term availability of

the entire MESA® product family and its components.



))

Whatever communications
technology you need,
Funkwerk 1s your partner
and supports you with

long-term availability.



CYBERSECURITY AND
CERTIFIED PROZESSES

The Funkwerk train radio systems fulfill cyber-security requirements
throughout the entire product life cycle, which may last several decades. This

includes decommissioning processes and its associated data destruction.

We focus on integrated security as early as the engineering phase. We prio-
ritize security from the engineering phase, continuously harden systems,
and offer retrofitting for existing ones. We also provide tailored cyber-securi-

ty solutions for legacy systems.

Due to our extensive experience within the domain of critical infrastructure,
we offer a wide range of cyber-security expertise and service approaches. We
provide staff-training and detailed documentation to raise awareness for

cyber-security issues and assist in conducting complex threat-and-risk

analyses at the interface towards the vehicle and the radio interface.




To ensure our products meet the latest IT security standards, Funkwerk
consistently submits its processes and products for auditing and certification
under ISO 27001.

Additionally, Funkwerk has successfully passed an audit for train and data
radio components in accordance with IEC 62443. This industry-standard for
cyber-security is integrated into our development process, with a designated

IT security manager assigned to each development project.

PRODUCT ENGINEERING ACCORDING TO IEC 62443

We employ a rigorous requirement management system o ensure our
products adhere to IEC 62443 standards. Following a comprehensive
security analysis, we define and implement appropriate measures during

the development process to achieve the target security level.

We provide a detailed IT security documentation for each system, confirming
compliance with the relevant standards and outlining precise specifications

for the secure and compliant use of the system in accordance with IT safety

regulations.
Zertifikat
Prifungsnom ISOJIEC 27001:2013
Zervthat-Regasteere. 01153 2100854
Urearghrran: Funicwerk Aktlergessiischaft
Im Fumkowark 5
DTS Knbara
Deutschiand
i Ser Slandonen gadli Antage
Entuicidung, Einkaf, Produltion, Verine, Propolienng,
Versand, integraton und Kundencs sirenpschen
Baugruppen und Systemen 1o den Zughurk
) , SoA Viersion 1.0vom 5 01 2002
We concentrate on integrated B oo e SR o
[Forganngsn car SOATC 270012513 skt snd

Dieses Zorisias s QUi wom 35,03 2022 bis 34.03 2005,

security right from the development
phase and are certified according to
ISO 27001 and IEC 62443.




DAKKS-CERTIFIED TEST LABORATORY
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For all products and solutions, designed for use in critical infrastructures such
as rail environments, special requirements apply. Measurements, tests and
examinations are therefore exceptionally important. To meet all related
challenges head-on, we extensively measure, test and inspect using our
in-house DAkkS-certified and state-of-the-art test laboratory.

Under optimal conditions, we are able to use our full expertise and technical
competence to test developments, providing a wide range of accreditations in

accordance with European and international railway standards.

Further, we open our doors for your individual test scenarios. This includes
accompanying you from test specification, through tests during development

up to certifled approval testing.

All verification documents and reports are drawn up in accordance with

international standards.

ACCREDITATION AND SCOPE

EUROPEAN RAILWAY STANDARDS
) EIRENE FRS/SRS
) UNISIG Subset-093 Radio Transmission FFFIS for Euroradio

) UIC Code 751-3 Analogue Train Radio



INTERNATIONAL STANDARDS
) Temperature DIN-EN-60068-2
) RED Radio Equipment Directive 2014/53/EU

} RF measurements, antennas, blocking and intermodulation

TASKS & RESPONSIBILITIES

) measurements during development

functional validation

) quality assurance and validation of test results
) studies and analyses

preparation and support of approval tests

e [ —_

, , Our laboratory has a wide range of accreditations in accordance
with European and international railway standards




KNOW
QUALI

Y.

MADE

22

HOW.

N GERMANY.

Funkwerk is the leading supplier of analogue and digital mobile train radio

equipment used in more than 40 countries worldwide.

We thrive to push the technical limits further. We have driven the migration
of analogue communication to digital systems in the past and we will conti-
nue to do so, by developing solutions for the efficient migration from

GSM-R to FRMCS.

Our future MESA all:nexo® modular train radio systems will mark the next

step towards FRMCS, still providing support for legacy standards.

Funkwerk operates fully integrated. We develop and manufacture our
products independently in Germany at our corporate headquarters at Kolleda
(Thuringia). Our highly trained and experienced staff ensures a consistently
high product-availability and -quality, meeting highest manufacturing- and
security-standards. The team within our international sales and service
organization guarantees individual customer support — throughout the

entire product life cycle and beyond.

Our in-house department for homologation & approval of on-board systems
certifies solutions according to the latest standards and current valid

regulatory framework TSI CCS.
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